Combating Fake News
in the Digital Era
A Practical Toolkit
for Actions in Youth Work
and Non-Formal Education

Author:
Stina Nölken, Project Manager at YPA
Reviewer:
Paloma Cantero Gomez, CEO at YPA
Design:
Tea Mihanović, Project Manager at YPA
Web: https://scaiproject.com/
Contact: scai@youthproaktiv.org

2021

ABLE OF CONTENT

1.0 INTRODUCTION TO THE SCAI PROJECT AND
TRAINING TOOLKIT: Young people’s
vulnerability to false information and fake
news
2
2.0 MEDIA LITERACY: A KEY COMPETENCE FOR
YOUNG PEOPLE IN THE DIGITAL ERA
4
3.0 TRAINING YOUNG PEOPLE IN MEDIA
LITERACY: WORKSHOPS AND EXERCISES FOR
YOUTH WORKERS
8
3.1 EXERCISES AND WORKSHOPS: FAKE NEWS &
MEDIA LITERACY
3.1.1 Company Emitting Content
9
3.1.1.1 Design your Own Media Company!
9
3.1.1.2 The Rules of the Game
10
3.1.1.3 Digging Deeper
11
3.1.2 Professionals
12
3.1.2.1 Covert Agent
12
3.1.2.2 Company Culture
12
3.1.2.3 Workers of the World!
13
3.1.2.4 Teamwork
14
3.1.3 Content Creation Process
15
3.1.3.1 Two Sides of the Story
15
3.1.3.2 Create your own TV Broadcasting
Show
16
3.1.3.3 Creating Fake News
16
3.1.3.4 Image Manipulation
17
3.1.4 Content Dissemination Process
18
3.1.4.1 Know Your Audience
18
3.1.4.2 Influence me!
19
3.1.4.3 Experience with Fake News
20
3.1.4.4 Make Lies Seem Real
21
4.0 ANNEX: The SCAI’s CATEGORIES AND
INDICATORS

22

1.0 INTRODUCTION TO THE SCAI PROJECT AND TRAINING
TOOLKIT: YOUNG PEOPLE’S VULNERABILITY TO FALSE
INFORMATION AND FAKE NEWS
In the 21st century, the threat of disinformation is more
imminent than ever. False information, circulated on popular
media or online, harms and threatens democracies
substantially and, in times of a global pandemic, significantly
endangers the health and well-being of its citizens.
Disinformation breaks trust between institutions and citizens,
who are impaired in their ability to form opinions and make
informed decisions, for example in state elections or following
health recommendations to protect themselves and others.
The High Level Expert Group on Fake News and Online
Disinformation defines disinformation as “verifiably false or
misleading information created, presented and disseminated
for economic gain or to intentionally deceive the public and
that may cause public harm”*. To counteract the risk of causing
public harm, the European Union is undertaking concrete
actions against disinformation, as outlined in the 2018 Action
Plan on Disinformation**. These actions include raising
awareness, improving detection and analysis capabilities,
increasing coordinated responses, among others.
Among specific target groups, young people are specifically
vulnerable to false information. According to a recent
Eurobarometer survey***, 63% of younger Europeans come
across fake news more than once a week. This exposure
significantly threatens their right to be informed and limits
them in their ability to make decisions based on reliable,
truthful information.

*Final Report of the High Level Expert Group on Fake News and Online Disinformation: https://digital-strategy.ec.europa.eu/en/library/final-reporthigh-level-expert-group-fake-news-and-online-disinformation
**Action
Plan
on
Disinformation:
Commission
contribution
to
the
European
Council
(13-14
December
https://ec.europa.eu/info/publications/action-plan-disinformation-commission-contribution-european-council-13-14-december-2018_en
***Disinformation: A threat to democracy - Brochure:
https://digital-strategy.ec.europa.eu/en/library/disinformation-threat-democracy-broch
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2018):

This toolkit aims to respond specifically to young people’s
vulnerability to disinformation. More generally, it has
been created as part of the KA2 co-funded project “Trust
Label: combating Fake News in the Digital Era (SCAI)”
(registration no. 2019-1-ES01-KA203-063905), a project
developed in Consortium with Faculties of Education and
civil society organizations from Belgium, Germany, Spain,
and Italy.
The SCAI project initiative aims to create the Audio-Visual
News Trust Label as a tool for assessing and recognising
reliable, truthful information in audiovisual media. It is
primarily based on fieldwork experience and a review of
literature, regulatory and voluntary reference standards
conducted by the Consortium. Its aim is to establish a
tool of indicators and protocols, based on the GRI
indicator model that can be used in the field of higher
education and adapted to other fields of formal and nonformal education to measure the veracity and
transparency of information content.
This toolkit is only one outcome of this project and one of
the actions taken to transfer the findings and results of
the SCAI to the youth and non-formal education sector.
To put the here presented activities into context, the
following chapter of this toolkit will dive first into the
phenomenon of fake news, as it has emerged in the last
two decades and the destabilised notion of trust that has
followed it. The chapter will position audiovisual media in
this context and present the key competence of media
literacy, which young people should acquire in the digital
era to be more resistant to disinformation and fake news
across media outlets and platforms. From this theoretical
basis, chapter 3.0 will offer a detailed presentation of the
activities that are the primary content of this toolkit.
These tools are examples of exercises and workshops that
youth workers may implement with their youth groups to
strengthen their media literacy skills, on basis of the
categories for assessing truthful, reliable news content
that were developed under the SCAI project. A more
detailed description of these categories will follow in
chapter 3.0 and the annex in chapter 4.0
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Aims of the tool:
This toolkit aims to enable youth workers to
deliver non-formal activities for young
people that increase their digital and media
literacy skills targeting at identifying,
reporting and combating fake news and
disinformation.

Description of the tool:
This toolkit was developed to provide youth workers with detailed descriptions of nonformal activities they may implement to make young people more aware and resistant
to disinformation and/or fake news they may encounter in their daily lives. This toolkit is
based on findings of the Erasmus+ KA2 co-funded project “Trust Label: Combating Fake
News in the Digital Era" (SCAI) (registration no. 2019-1-ES01-KA203-063905). In a
Consortium with Faculties of Education and civil society organizations from Belgium,
Germany, Spain and Italy, the SCAI project is an initiative to create the Audio-Visual
News Trust Label.
With this toolkit, we encourage youth workers to implement activities in a non-formal
context, using the tools and resources that the findings of the SCAI project bring to
their learning process in the development of media literacy skills and resilience to false
information. However, this toolkit has been designed with easy transferability of its
activities to other education sectors as an important aim to be achieved.
The toolkit provides:
examples of non-formal education activities for young people aged 16-34 on media
literacy, including ready-to-use scenario suggestions, timings, and other practical
pointers.
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2.0 MEDIA LITERACY: A KEY COMPETENCE
FOR YOUNG PEOPLE IN THE DIGITAL ERA
Fake news is often discussed primarily with regard to social
media, which poses the primary context for disinformation to be
shared and circulated. But simultaneously, this atmosphere of
distrust that surrounds social media puts increasing emphasis on
the need for stronger, more trustworthy reporting in traditional
media to rebuild a relationship between audiences and sources
of information. In particular, audiovisual media is electronic
media that possesses both a sound (audio) and visual
component. This may include film, television, web streaming,
video conferencing, and live broadcasting.
A Eurobarometer survey on Fake News and Disinformation
Online*, conducted in 2018, traditional sources of news and
information are more trusted than online sources. In particular,
70% of respondents consider radio to be the most trusted source,
followed by television with 66% and printed media with 63%. On
the other hand, less than half of respondents trust information
provided by online newspapers and magazines (47% of
respondents), only 27% trust video hosting websites and
podcasts, followed by online social networks and messaging
apps with 26%.
Generally, 85% of all respondents think that fake news is a
problem in their country, and at least half the respondents of
each Member State say that they come across fake news at least
once a week**. This emphasises not only the need to re-establish
the trust between citizens and the media but specifically to do so
internationally, at a European level.
Consequently, the European Commission set up the High-Level
Expert Group on Fake News and Online Disinformation (HLEG) in
January 2018 to put forward options for tackling and countering
disinformation and fake news.

*Eurobarometer: Fake News and Disinformation Online: https://europa.eu/eurobarometer/surveys/detail/21
** ibid.
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In a report published in the same year, entitled “A multi-dimensional approach to
disinformation”*, the HLEG released five main pillars for improved action. These include
1. enhancing transparency of online news; 2. promoting media and information literacy;
3. developing tools for empowering users and journalists; 4. safeguarding the diversity
and sustainability of the European news media ecosystem; 5. promoting continued
research on the impact of disinformation in Europe.
The promotion of media and information literacy in particular is described as being a
crucial competence for building citizenship based on fundamental rights and for giving
citizens access to active and conscious participation in the online public sphere. Most
importantly, strengthening media and information literacy increases citizen’s capacity
for critical thinking, which is crucial for engaging with the vast amounts of news and
information that we are confronted with the digital environment of the 21st century.
The HLEG further emphasises that “media and information literacies” should be
acknowledged and included explicitly in the Key Competences for Lifelong Learning,
published by the European Commission in 2018**. These competencies were created as
a reference for future educational and curricula reforms in the EU and its Member
States. Recognising media and information literacy as a key competence in this
framework would enable a more effective commitment to countering disinformation
and fake news in the EU. It would further enable more coherent policy formulations
across the Member States.
The EU Media Literacy Expert Group (MLEG)***, similarly, defines media literacy as
“[including] all technical, cognitive, social, civic and creative capacities that allow a
citizen to access, have a critical understanding of the media and interact with it”. As
emphasised by the Expert Group, it is the main competence and one of the main tools
for people from across the Union to participate in a truthful, reliable information society.
This includes the ability to critically analyse and engage with media content, make
informed decisions about which media to use and how to use them in an ethically
conscious, inclusive way. Media hereby broadly includes broadcasting, radio and press
across traditional channels, the internet and social media.
Media literacy is to be understood as a fluid concept that evolves with societal and
technological changes across sectors. Similarly, it is a key component of democracy,
which is built on the participation of its citizens, who make informed decisions in their
participation. This information acquisition follows from an engagement with different
media. To accurately represent the complexity of society, the media landscape should
reflect freedom and pluralism.
*Final report of the High Level Expert Group on Fake News and Online Disinformation: https://digital-strategy.ec.europa.eu/en/library/final-reporthigh-level-expert-group-fake-news-and-online-disinformation
**Key Competences for Lifelong Learning (2018): https://op.europa.eu/de/publication-detail/-/publication/297a33c8-a1f3-11e9-9d01-01aa75ed71a1
***Media literacy expert group (E02541):
https://ec.europa.eu/transparency/expert-groups-register/screen/expert-groups/consult?do=groupDetail.groupDetail&groupID=2541
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With the increasingly growing media landscape and rise of new media, people’s
engagement with media increases and changes. Most notably, citizens can produce
content themselves and share it on the same platforms as traditional media outlets.
They themselves become content creators. Consequently, there is a much wider variety
of content online, which is becoming increasingly difficult to regulate and assess on the
basis of its truthfulness and reliability. A natural consequence is the rise of fake news, of
misinformation and disinformation that we encounter online and across media
platforms.
In our rapidly evolving, increasingly digitalised world, digital skills are in an increasing
demand. People need digital skills to use new technologies as well as for studies, work,
communications, access to online public services and for finding trustworthy
information.
The relevant training needs of youth workers mentioned in the report “Developing
digital youth work: Policy recommendations and training needs for youth workers and
decision-makers”* , by an expert group set up under the European Union Work Plan for
Youth for 2016-2018. The report mentions a set of digital skills and knowledge to deliver
digital youth work, as well as a general awareness of the continually changing
environment of the digital era and the consequential need to adapt accordingly. Digital
youth work, as defined in the paper, means “proactively using or addressing digital
media and technology in youth work”.
Media literacy is just one element of digital skills. Yet to empower citizens, especially
young people, to participate in today’s evolving media landscape, they need to have
broader media literacy skills and ability in order to navigate it safely and responsibly. For
that reason, the following chapter will provide a collection of exercises and workshops
for youth workers to build and increase young people’s media literacy and resistance
against fake news.
*Developing Digital Youth Work (2018): https://op.europa.eu/de/publication-detail/-/publication/fbc18822-07cb-11e8-b8f5-01aa75ed71a1
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3.0 TRAINING YOUNG PEOPLE IN MEDIA
LITERACY: WORKSHOPS AND EXERCISES
FOR YOUTH WORKERS
The theoretical framework of the SCAI project is
outlined by a team of researchers from the University
of Navarra, namely Mercedes Medina, Javier Serrano,
Christina Etayo, Maria Jimenez, Clara González Tosat,
James Breiner, Andrea Pavón, and Teresa Laporte.
Throughout their review of literature, regulatory, and
voluntary reference standards, they have developed a
series of categories and indicators through which
audiovisual news may be analysed, assessed, and
evaluated based on their truthfulness, transparency,
and reliability.
The following activities are aimed at increasing young people’s awareness and
resistance to fake news as well as their media literacy skills in general. The activities will
be based on the SCAI’s quality news categories, namely “Company emitting content”,
“Professionals”, “Content Creation Process” and “Content Dissemination Process”. A
description of these categories and its indicators can be found in the provided ANNEX.
The aim is that young people increase their media literacy skills taking a participatory
approach. The methodologies primarily include: discussions, group work, questions and
answers, reflection and practical sessions (hands-on practice).
Through this participator approach, participants will be able to put themselves in
different roles: the media company, the editor, the writer, the TV reporter, and more, to
better understand their tasks and processes for ensuring that the news and information
they present is truthful, reliable and accurate – or the opposite. Through taking on these
roles, they will gain a deeper understanding of what they need to watch out for when
they are presented with information and news.
Each exercise included in the toolkit provides information on the duration, format,
preparation, materials, description, tips for trainers and questions for debriefing, among
other details.
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3.1 EXERCISES AND WORKSHOPS: FAKE NEWS & MEDIA LITERACY
3.1.1 Company Emitting Content
3.1.1.1 Design Your Own Media Company!
Objective: To better understand the complex structure of a media
company
Duration: 45-60 minutes
Number of participants: 5-20
Age: 16+
Difficulty level: Medium
Conditions/Format: Pair or group activity
Material: Papers, Pens, Markers
Preparation: /
Description: Participants are divided into pairs or groups. They are given
papers and pens and asked to visualise a media company that they think
would produce trustworthy, reliable news. Using design thinking, they are
asked to draw the elements that they think should be included in the
company’s business model and structure to ensure conditions for
trustworthiness, transparency, and inclusion. After 30 minutes, they will
present their result to the rest of the group. Following their presentation,
they are presented with the indicators outlined under the SCAI’s category
of “Media company” and asked to compare them, reflecting on which
elements they included and which they did not.
Tips for Trainers: /
Questions for debriefing:
“Which indicators did you include that are not explicitly included in the SCAI and
why do you think they are important?”
“Why would the company you created let you believe that it is trustworthy and
reliable?”
“Which challenge do you see for media companies to build trust with their
audience?”
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3.1.1.2 The Rules of the Game
Objective: To reflect on the importance of
transparency in company structures and policies
to better understand the processes, main activities
and desired goals of the company or institution
Duration: 45-60 minutes
Number of participants: 15-25
Age: 16+
Difficulty level: Average
Conditions/Format: Group activity
Material: Multiple decks of cards, depending on the number of participants
Preparation: Depending on the number of participants, you will need to prepare
different variations of the game "Uno", one per group (groups of 4-5 participants are
recommended). Each variation should have different rules and aims.
For example:
Group 1: The first one to lay down their last card wins. You can only play cards with the
same symbol / colour (e.g. spades) or number as the card previously played. "Ace"
represents a reverse card, for "Jack" you must take 4, etc.
Group 2: The goal is to end the game with as many cards as possible. You can only play
cards with the same symbol / colour or number as the card previously played.
Group 3: The first one to lay down their last card wins. You can only play cards that do
not resemble the previously played card in any way (i.e. no cards of the same colour or
number).
Group 4: The first one to lay down their last card wins. You can only play cards with the
same symbol / colour or number as the card previously played. After every 5th card
that is played, all players must clap their hands. The last one to clap is the loser and
will have to collect one extra card from each of the players.
Description: Participants are divided into groups. Each group receives a set of rules on
a different variation of the game "Uno" with a traditional deck of cards. They are
instructed not to speak or communicate via writing throughout the activity. They do
not know that each group has a different set of rules to the game. They first play the
game in their group. Then, after 6-8 minutes, half the players of each group move on
to the next group. The other half stays at the table to host their version of the game.
Participants are not aware that they are playing different games, but they have to
figure out the rules of each group as they are playing the game.
Tips for Trainers: /
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Questions for debriefing:
“How did you figure out the rules of the other groups' game?"
"What did this exercise teach you about transparency?"
"Why do you think it is important to demand transparency of governance models
and policies of media companies and institutions?"

3.1.1.3 Digging Deeper
Objective: To gain practical experience of assessing a media company and the
challenges of finding relevant information
Duration: 30-45 minutes
Number of participants: 8-15
Age: 16+
Difficulty level: Advanced
Conditions/Format: Individual, pair or group activity
Material: Pen and paper, digital device to access internet
Preparation: Prepare a list of media companies or broadcasters (e.g. the BBC,
Tagesschau, Euronews, etc.).
Description: Participants are divided into groups of 2-3 people. Each group is assigned
a media company. They are asked to research as much as they can about this
companies structure, policies, governance model and similar online, and write all the
information on a piece of paper. They have 5 minutes. After 5 minutes, each group
passes their media company and the collected information to the next group. For
another 5 minutes, they again try to find as much additional information on this
company as possible, adding to the information already collected. This continues until
all groups have researched each media company. Each group presents the
information they found and how challenging the research was for each round.
Tips for Trainers: Choose companies for which information is accessible in English
and/or the language of all participants.
Questions for debriefing:
- "Where did you find information on the company and how difficult was the research
for you?"
- "Which company was the most difficult to research and why? Which was the
easiest?"
- "What information on the company should be publicly accessible in your opinion?"
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3.1.2 Professionals
3.1.2.1 Covert Agent
Objective: To build awareness on manipulation and scams by other parties
Duration: 15-20 minutes
Number of participants: 10-20
Age: 16+
Difficulty level: Average
Conditions/Format: Pairs exercise or group activity
Material: Papers, pens
Preparation: Prepare pieces of paper per participant that state a piece of information
that they should not reveal throughout the exercise.
Description: One of the participants has the task to get one of the other participants to
reveal a piece of information that they were previously asked not to disclose. Over the
course of a discussion on a prepared topic, this person will try to get the other person
to reveal the said piece of information.
Tips for Trainers: /
Questions for debriefing:
“What strategies did you use to get the information you wanted?”
“When did you feel was the most effective strategy for getting information out of
you”

3.1.2.2 Company Culture
Objective: To reflect on best practices and sustainable labour policies
Duration: 30 minutes
Number of participants: 10-20
Age: 16+
Difficulty level: Medium
Conditions/Format: Group activity
Material: /
Preparation: Prepare descriptions of five media companies with different work
environments. Each one is assigned a set of five statements about the work culture.
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Description: Participants rank their preference of media companies based on their
work culture. They discuss their decision with each other. They are then asked to
single out the best elements of each work culture. The result is compared against the
SCAI set of criteria presented under the category of “Labour policies”.
Tips for Trainers: /
Questions for debriefing:
“Which company would you most like to work for and why?”

3.1.2.3 Workers of the World!
Objective: To build awareness on the importance of rightful, inclusive and fair working
conditions
Duration: 20-30 minutes
Number of participants: 10-20
Age: 16+
Difficulty level: Average
Conditions/Format: Pairs exercise or group activity
Material: Paper / document on digital device
Preparation: Prepare detailed descriptions of made-up media companies stating their
general working conditions and work environment (including e.g. benefits, salary,
holidays, etc.). Create also a number of target personas with different lifestyles,
backgrounds and requirements for working.
Description: Depending on the size of the group, about 3-5 participants are assigned a
media company with specific working conditions. The rest of the participants are each
assigned a target persona. They will present themselves and what they look for in a
job, depending on their lifestyle and needs (e.g. a single mother might ask for flexible
working hours and the possibility to work remote). Then the "media companies" will
present the work environment they offer, trying to hire as many workers as possible.
They can present themselves and their working conditions honestly, or they may
deceive the workers. At the end, each worker should explain why they chose their
company. The company should explain how honest they were in the presentation of
their work environment.
Tips for Trainers: Create a variety of different working environments, but avoid falling
into a good / evil pattern! It is easier if the companies are based on real-life examples.
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Questions for debriefing:
“Why did you choose your company in the end? Are you happy with your choice?"
"What did you look for in an employer and why? How does the company match
your persona?"
"How could the working conditions at your company be improved to be more
suitable for your persona?"

3.1.2.4 Teamwork
Objective: To reflect on the importance of a well-organised, trained team of staff
Duration: 20-30 minutes
Number of participants: 15-25
Age: 16+
Difficulty level: Average
Conditions/Format: Group activity
Material: Depending on tasks, e.g. paper, colored pencils, pens, scissors, glue
Preparation: Prepare three tasks that participants need to complete during this
activity: for example: "create a paper plane that can fly for 3 meters", "draw a portrait of
one of the participants", "create a cube made from paper"
Description: Participants are divided into groups of different sizes. There might, for
example, be one participant working alone, a group of three and a group of seven.
Each group is asked to complete the same tasks in max. 10 minutes, as fast as
possible. They can only start with the next. task once they have completed the
previous task and handed the completed product to the trainer. They will reflect on
the dynamics of their team, or lack thereof, and practically try to organise themselves
as a team or alone to complete these tasks as fast as possible.
Tips for Trainers: /
Questions for debriefing:
“How did you organise yourself in your group?"
"What did you find most challenging?"
"Did you find your team or lack of a team helpful or hindering in completing the
tasks quickly?"
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3.1.3 Content Creation Process
3.1.3.1 Two Sides of the Story
Objective: To understand the ways in which storytelling can manipulate audiences
Duration: 30-40 minutes
Number of participants: 10-20
Age: 16+
Difficulty level: Average
Conditions/Format: Pairs exercise or group activity
Material: Digital device or pen and paper
Preparation: Prepare a photo, video clip, or similar that is misleading and can hence
be misinterpreted. (Example: famous photo of Prince William holding up three fingers
to the camera, which from another angle appears as though he is giving the
photographers his middle finger).
Description: Participants are presented with a piece of media, such as the one in the
example above. They are asked to write two versions of a story about it, one “real”
news story and a “fake” news story.
Tips for Trainers: Prepare example articles in case participants do not know how to
write news articles.
Questions for debriefing:
“What effect do you think either story could have on the readers?”
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3.1.3.2 Create your own TV Broadcasting Show
Objective: To understand how TV news are created
Duration: 120 minutes
Number of participants: 10-20
Age: 16+
Difficulty level: Average
Conditions/Format: Group activity
Material: Camera, computer with video-editing software;
Preparation: Prepare a news article that participants can adapt to different narratives
Description: Participants are divided into three groups. Each is asked to turn the news
article into a piece of audiovisual media, adapting different narratives. They are told
which perspective/cause they have to advance. In the end, participants have to vote
on which narrative they agreed with the most and which they found was
communicated the best.
Tips for Trainers: Choose uncontroversial narratives to avoid conflict
Questions for debriefing:
“What narrative did you find yourself agreeing on the most with and why?”
“What part of how they conveyed the message was communicated most
effectively and why?”

3.1.3.3 Creating Fake News
Objective: To identify the key features of fake news content
Duration: 20-30 minutes
Number of participants: 10-20
Age: 16+
Difficulty level: Average
Conditions/Format: Individual exercise, pairs exercise, or group activity
Material: Pieces of paper on which participants can write down their ideas for the fake
news they want to present, pens, pencils
Preparation: Choose and present a common incident to participants; so they know
which incident they need to alter.
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Description: Participants are provided with an example of a piece of media. They are
then asked to turn this story into a fake news story, using the elements they think will
make this not only a “fake” story but also a story that is appealing to the audience and
will make them want to believe it.
Tips for Trainers: /
Questions for debriefing:
“What elements, other than false information, did you include to make your story
fake?”
“Do you think that your story could potentially cause harm and if yes, how?”
“Based on your experience creating your own fake news, what do you think people
can look out for to recognize fake news?”

3.1.3.4 Image Manipulation
Objective: To understand how difficult it can be to detect simple edits in images
Duration: 20-30 minutes
Number of participants: 10-20
Age: 16+
Difficulty level: Average
Conditions/Format: Pairs exercise or group activity
Material: Paper, pens, pencils, erasers
Preparation:
Description: Participants are divided into groups. Each group is shown a photo and is
asked to draw a picture based on the photo. Other participants have a chance to look
at each other’s drawings for 1 minute before returning to their groups. They are then
asked to change one thing about the picture, but make it subtle enough so that
others will not notice. Then the groups are asked to look at each other’s pictures and
try to find what has been altered.
Tips for Trainers: /
Questions for debriefing:
“How could you misinterpret each other’s pictures after the changes that have
been made?”
“Do you think that images carry more meaning than text? Would you believe
something more if you had visual evidence, such as a photo to document an event
or similar?”
17

3.1.4 Content Dissemination Process
3.1.4.1 Know Your Audience
Objective: To understand how messages are adapted to different audiences
Duration: 20-30 minutes
Number of participants: 10-20
Age: 16+
Difficulty level: Average
Conditions/Format: Pairs exercise or group activity
Material: A2 paper with message, pens and coloured pencils, markers, post-its
Preparation: Prepare a message that participant have to alter, making sure that it is
presented as neutral as possible. Write the message on a large piece of paper and
leave space to write the different target groups and for post-its.
Description: Participants are divided into pairs/groups. They are first asked to
brainstorm different target groups that may be addressed by the media. The
facilitator will then reveal a list with different target groups and briefly discuss the
characteristics of each of them. The participants are then given a message that they
have to alter to better suit each target group, writing the changes on post-its and stick
them to the paper with the original message.
Tips for Trainers: Choose a message of a topic that everyone understands and has
knowledge of.
Questions for debriefing:
“Why do you think it is important to alter the message to the target groups?”
“Can you think of any difficulties that could occur in this process? What target
groups do you think may often be excluded in this process?”
“How can media outlets make sure that they address multiple target groups?”

18

3.1.4.2 Influence me!
Objective: To identify what messages and strategies can influence or even manipulate
audience
Duration: 20-30 minutes
Number of participants: 6-20
Age: 16+
Difficulty level: Average
Conditions/Format: Pairs exercise or group
activity
Material: /
Preparation: Prepare topics for debate.
Description: Participants are divided into
pairs/groups. They are presented with a
topic and two positions. They choose their
position. Then they debate the topic with
the aim of convincing the other side of
their point and getting them to join their
side. The goal is for participants to reflect
on and apply strategies to convince others
of a point of view and/or opinion.
Tips for Trainers: Choose non-controversial
topics, avoiding sensitive topics that may
upset participants or cause real conflict.
Questions for debriefing:
“What did you do to convince the other
side of your point?”
“What did strategy did the other side use?”
“What did you find particularly convincing?”
"If you had to convince a broader
audience of your point, how would you
influence and convince them?"
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3.1.4.3 Experience with
Fake News!
Objective: To reflect on the contexts in which
oneself has been confronted with disinformation
Duration: 10-15 minutes
Number of participants: 5-20
Age: 16+
Difficulty level: Simple
Conditions/Format: Individual exercise,
pairs exercise or group activity
Material: Pieces of paper on which participants can write down their thoughts, pens,
pencils
Preparation: Think of an example of a personal experience to get participants to think
of their own experiences
Description: Participants are asked to reflect on their own experience with fake news.
They are asked to share them with the group and share how they reacted. Together,
the group can think of ways that they could have reacted differently.
Tips for Trainers: Prepare a popular example of fake news to give participants more
ideas of where they may have encountered fake news before.
Questions for debriefing:
“Were you immediately aware that the piece of information you encountered was
false?”
“If you wanted to report it, would you have known how to do so?”
“How dangerous do you think this piece of information could potentially be to
vulnerable audiences?”
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3.1.4.4 Make Lies Seem Real
Objective: To identify how fake news can be presented in ways that make them
appear real
Duration: 30-40
Number of participants: 10-20
Age: 16+
Difficulty level: Average
Conditions/Format: Individual exercise, pairs exercise, or group activity
Material: Pieces of paper on which participants can write down their ideas for the fake
news they want to present, pens, pencils
Preparation: Prepare a piece of obviously fake information that participants can then
alter to make it seem “real”.
Description: Participants have a common incident to report (chosen by the trainer).
The idea is that they are “fake reporters” so they need to create a post/news that alters
the real fact. The participants have time to alter the real fact and then they share their
fake posts/news (text).
Tips for Trainers:
Questions for debriefing:
“What did you alter to make it appear more truthful?”
“What effect could each story have on the reader?"
"What harm could your fake news story potentially cause?"
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